
(numerical) artificial intelligence & privacy protection
Approaches and challenges

Aurélien Bellet (Inria, Magnet team)

Journée HumAIn
February 8, 2019



why should we care?



current state of things

• Connected devices (phones, watches, home assistants, sensors)
collect data about people everywhere, in all their activities

• New privacy issues raised by artificial intelligence and its use by
large tech companies owning massive amounts of personal data

• AI technology can be invasive (e.g., personalized ads and
content) and lead to unfair treatment (e.g., Google showing ads
for well-paid jobs to men more than women)

• Increasing political and societal awareness

• GDPR came into effect in May 2018
• “Privacy-by-design” (can be via pseudo-anonymization)
• Transparency, accountability
• Fines up to 4% of yearly revenue
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data re-identification and re-construction

• Data pseudo-anonymization consists in removing personally
identifiable information from a dataset

• Some other combination of features (“quasi-identifiers”) can
potentially be used to re-identify the person

• This is difficult to assess, and it is impossible to account for all
potential additional public data or background knowledge

• Possible to perform data reconstruction only through query
access to the database or the trained machine learning model
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data re-identification: aol browsing logs in 2006
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data re-identification: nyc taxi data in 2014
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data breaches in centralized databases

credit: https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ 7

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/


unlocking new opportunities

• In some cases, several organizations own data which, if
combined, would offer new opportunities

• But they do not want to share it due to legal/IP reasons, or to
preserve their competitive advantage

• Example: large-scale medical studies across many hospitals
from different countries
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lessons learned the hard way

1. Anonymization is not enough: we need more robust privacy
definitions

2. Centralization is risky and costly: we need a shift to a more
decentralized paradigm
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centralized setting



centralized setting

• A trusted party holding a private dataset D

• Goal: trusted party wants to release useful quantities computed
on the data while preserving privacy of the individual records

• Example 1: a hospital wants to study the link between factors
and diseases (e.g., smoking and lung cancer)

• Example 2: open data initiatives
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centralized differential privacy: definition

• A: a randomized algorithm taking a dataset as input

• Neighboring datasets D and D′: differ in a single data point

• For ϵ > 0, A is ϵ-differentially private (ϵ-DP) [Dwork, 2006] if for all
neighboring datasets and sets of possible outputs O:

Pr(A(D) ∈ O) ≤ eϵPr(A(D′) ∈ O)

• Interpretation: the output of A does not reveal whether a
particular data point was used
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centralized differential privacy: properties

• Robustness to background knowledge: the guarantee holds even
if the attacker knows all the dataset except for one record

• Allows to track privacy budget for multiple analyses on the same
dataset: if 2 algorithms are ϵ-DP, then their composition is 2ϵ-DP

• Invariance to postprocessing: if an output is ϵ-DP, then any
processing independent from the data is also ϵ-DP

→ DP is often seen as a gold standard for privacy, and will be used
by the US Census starting in 2020
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centralized differential privacy: laplace mechanism

• Assume we want to compute a function f : D → R

• Sensitivity sf of f: maximum possible difference |f(D)− f(D′)| for
two neighboring datasets

• Example: a counting query has sensitivity 1

• Consider AL(D, f, ϵ) = f(D) + η where η is a random perturbation
drawn from the centered Laplace distribution of scale sf/ϵ

• AL(D, f, ϵ) satisfies ϵ-DP: this is known as the Laplace mechanism

• AL(D, f, ϵ) has expected error sf/ϵ (this is worst-case optimal)

• This illustrates the idea of a privacy-utility trade-off
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centralized differential privacy: application to ml

• In machine learning, the function f(D) outputs a model trained
on the dataset D

• Examples: a classifier, some cluster centers...

• We can sometimes bound the sensitivity of f directly (often very
loosely) and perturb the output model [Chaudhuri et al., 2011]

• It is often better to bound the sensitivity of each step of the
learning algorithm (e.g., gradient descent) and perturb each
intermediate quantities [Bassily et al., 2014]
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multi-party setting



multi-party setting

• Several parties with data they do not want to share

• The parties, or an untrusted third party (e.g., service provider),
want to compute useful quantities on the joint data

• Honest-but-curious parties: follow the protocol, but will infer
information about others if they can

• Example 1: hospitals with patient data want to conduct a joint
study on a rare disease

• Example 2: identify most popular websites among browser users 17



local differential privacy: definition

• For simplicity, assume each party i has a single data point xi

• A: a randomized algorithm taking a single data point as input

• A is ϵ-locally differentially private (ϵ-LDP) [Duchi et al., 2012] if for
all points x, x′ and sets of possible outputs O:

Pr(A(x) ∈ O) ≤ eϵPr(A(x′) ∈ O)

• Interpretation: plausible deniability (owner can deny having
value x on basis of lack of evidence)

• Stronger requirement than centralized DP

• Early instance of local DP used for conducting sensitive surveys:
randomized response [Warner, 1965]

18



local differential privacy: laplace mechanism

• Assume we want to compute a function f(D) =
∑n

i=1 g(xi) where
each g(xi) ∈ R

• We can apply the Laplace mechanism AL(xi,g, ϵ) locally to each
g(xi), using the sensitivity of g instead of f

• The aggregate
∑n

i=1AL(xi,g, ϵ) has expected error
√
Nsg/ϵ (this is

again worst-case optimal)

• Large gap between centralized and local models: need many
parties to obtain useful values with local DP

• Combination with secure multi-party computation approaches
can reduce or remove this gap
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local differential privacy: application to ml

• Parties can learn a model locally, perturb it and share: the
models can then be aggregated [Pathak et al., 2010]

• Parties can engage in a decentralized algorithm where they
share perturbed intermediate quantities
[Shokri and Shmatikov, 2015, Bellet et al., 2018]
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open challenges



some open challenges

• Scalability of algorithms to large number of parties (e.g., mobile
phones, IoT) [Bellet et al., 2018]

• Taking full advantage of privacy amplification schemes (
[Úlfar Erlingsson et al., 2018]: anonymity strikes back?)

• Design more tailored, possibly relaxed notions of privacy, with
generic mechanisms [Kifer and Machanavajjhala, 2014]

• Match formal privacy guarantees with intuitive notion of privacy
for a given application, and relation with legal definitions

• Dealing with collusion and malicious behavior
[Dellenbach et al., 2018]

• User-friendly, generic implementations of privacy-preserving
machine learning in the multi-party setting (cf OpenMined)
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Thank you for your attention!
Questions?
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secure multi-party computation (mpc)

• Goal: parties jointly compute function f(D) without learning
anything else than the output

• Based on cryptographic primitives such as homomorphic
encryption, oblivious transfer, garbled circuits

• Complementary to DP:
• Relies on a computational assumption
• No utility loss, but high computational cost
• Does not protect against information leaked by f(D)
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dp + mpc

• DP and MPC can be efficiently combined in some special cases

• Consider again count queries, which only require to sum
quantities from each party (called secure aggregation in MPC)

• MPC protocols for computing noisy output f′(D) = f(D) + η are
fairly efficient when the number of parties is not too large

• No individual values are observed by any party→ we recover
the utility of centralized DP

• Direct application to ML: privately aggregate locally trained
models or iterative updates from different parties with better
utility than pure DP approach [Pathak et al., 2010, Jayaraman et al., 2018]
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